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WING ORDER 2280.1C

From: Commanding General
To:  Distribution List

Sub):  COMMNICATIONS SECURITY WATERINL SYSTEN (CVS): PROCEDURES FOR
AANDLING, ACCOUNTING AND TRANSMISSION OF AUTHORIZED HOLDINGS

(a) cus-1
(b} OPNAVINST 5510.11
(c) cus-5 (NOTAL)
(a) Cus-3 (NoTAL)
(e} FMFPaco 5041.4P (NOTAL)

Eacl: (1) Letter of Appointment for CMS Users
(2) Responsibility Acknowledgement Form

(3) Checklist for COMSEC Use:

(&) Q15 Account Assurance Check1ist

Purpogs. To promilgate instructions for handling, account-

Ang, mintenance, ‘and transmission of Commmication Sécurity
C) material and equipment within the Headquarters and

Sborainate clomenta of ‘the 1ot MArine Aircrate Wing (1se AW .

2. Cancellation, Wgo 2280.15.

Information. The CMS provides for the security of certal:
Rignty sensitive and relaved mrerial. In the interest of nacional

ecurity, material distributed within the CMS requires positive
Seountability Trom che ting Of encer inco system,
dest: n. References (a) through (e) contain de

ntenance, sscurity,
and destruction of CMS distributed material and equipmer

a. Revision. The following contain significant revi-

a. Page 4, paragraph 11, Maintenance/Repair of Crypto Device
subparagraphs (1) and (2) .

b. Enclosures (1) through (4).
5. General
designed to ensure the security of certain cate-

a. The s
gories of highly sensitive classificd publications by providing
rict accountability through their existence
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CMS distributed publication is any material produced and
accounted for Wihi the CH:

A custodian is an individual responsible to the commander
For ail CMS publications and equipment and Broper maintenance of all
licable records concerning the material within a usin Re
quizenents for appolntaent are set forth in Article 415 of reterence

lternate custodian is appointed to assume the
custodian’s duties and Tesponsibilities while the custodian is
temporarily absent. If the custodian is absent for more than 45
Gays, a new custodian must be appointed. Requirements for
appointment of the alternate custodian are set forth in Article 415
of reference (a).

5. £ Information

e dissemination of information contained in CMS
pu.hlicat)cns shall be limited to those persons who in the
perfornance of their ofticial duties require the knowledge or
posseseion of the CMS publicati

Communications Security Material System material will be
issued only to those personnel who have appropriate security
clearances and access and have been designated as a sub-custody
holder/user.

It io the duty of persone having knowledse of discrepancies,
se, or unauchorized viewing of G5 publications or

it o rapbrt. suen Knowledge Lo th cMS. custod

7. Command Responsibility

a., Comunding officers of units designated as account holders
aze rospensivle for the gats custody, proper handling,
on o

 and o X naterial
under their jurisaict ng officers shall comply
R b epeliFie ution containea (h RetiolonaSs of refarence fay-

The Commanding General shall appoint an individual to serve
as the 1st MAW CMS Staff Responsibility Officer. Requirements for
appointment and responsibilities of the Staff Résponsibility Officer
are contained in Article 440 of reference (a).

. Custodian and Alternate Cuatodian Responsibility
S custodian and alternates are respensinle for the

The
adninistracion and proper handiing of GiS material and equipnent
feld within the authorized allowance of the CVMS a
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‘e CUS custodian and alternates are responsible for issuing

2 ni% 1002l holders/users and administering suidor
procedures ans 2137, Ielated o COMSEC for handling and care of
Ehe material while in tneir s uscody.

Ko on g anaing Ofticers and the Staff CMS RO will perform spor
checks on s Juasterly basis, per reference (a) Article 450,
utilizing Annex

9 Sub:Custody Holder Responaibilitieg
. Local Holders
{12,048 Local older is a command, activity, deta acmment or
component vhoss. COMSEE mideh) needs can bé met by dcawing cons
macerial from a single CMS account, on a local custody Bant

(2) The local holder unit will appoint a feeal holder cus-
todian and alternate(s), who are responsible to the
Cotntont ) fesponsibtlity, and to the QvS custodian fort
aceountability of COMSEC macerial in their possession

(otumhe local holder custodian and alternate(s) must meat
the sppoiatment criteria outlined in article 415 of soferemce™icy.
The duties of the local helder include eompliance wicn
the prcvisxons of reference (a) for cedures, and pro viding
stodian with proper documentation in fne handling of
bl
b. S Users
(1) S Users are thosa 1st MAW staff sections and/or supor-
dinate crganizal:jona] gections requiring NS material in the
performance of their dui
(2) GMS Users are responsible for:

(=) The receipt of QS material checked out to the sec.

(b) Page checking of S publication.

\$) The maintenance of a current inventory of s
material within the section,

1) ;The prompt entzy of changes into publications in the
section’s cussedy
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{#) e necessscy cepaix or mending of publications in

ccion: s custody.  Any publications which nave b e

beyond maintenance shall be Fecurned tothe custosian for
Tepincement.

(f) The briefing of personnel in the section who are
authorized users of CMS material in the handling of such material.

(g) Ensuring an adequate watch-to-watch inventory for
watch stations having CMS distributed publications in use or availa-
ble to watchstanders.

10. Designation of Custodians/CMS Users

18t MAW Headquarters, subordinate units and local
holders will designace cugtedians and alternate custodians per
references (a) Article 415, utilizing Anmex
Communications Security Material Systen Users will be
aesxgnazea as outlined in Article 420 of reference (a).
amgies outlined in enciosires (1) thesugh (3) will be uses.

1. r ic Devi

o, Defective pevicea.  Defective cryprographic squipment will
be forwarded to the local Intermediate Cryptographic Repair Site
(5cRS)  “which nas been designated within Lhe et MAW ag MHCS- 18, for

o
account for further transfer to the nearest available Cryptographic
R eaehity e

Communications Security Material Systems Custodians
will transter defective equipnent after proper verialization, if
applicable, via registered mail is equipment wil be
iinaferred o the CRF via the Defense Courier System (BCS)

{2) 1¢ an urgent requirement exists for a particular piece
of cvs e nt while repairs are being made to the defectiv
cquipnent, bustodians should contact the 15t MAW CMS cuscosian
3R4/0r the Aseistant Chie of Staff (AC/S, G-€). for assistance in
obtaining a temporary replaceme:

b. Devices. ic e
must always be maintained in a ready-for-iSsue status. To assist
NS custodians, CMS personnel/users of cryptographic material must
advise the custodian on a periodic basis, as to status

equipment, to include the condition and serviceab:
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In oxds: to reflect the cryprographic sguipment s condition
t13 retumm to the U5 custodian, a Linited Technical Tnapec

upon
Eon irh Wil "be pertorm

Inspections. references (4) and (e), CMS inspections of
Subordlete uaite and chels CHS.aceount holdere will BE-conactes
annually by the 1st MAW CMS inspectors. Subordinate CMS custodians

will periodically inspect subcustody holders and spaces used £o
towage of cerial o ensure complisnce with the provisions
outlined in references (a) through (e). Inspections will

Conducted usannounced ut 1izing che hipection chomlist provided in
n reference (f)

13. Definitions
The sscurity measure taken to
vent Singlo parson sccess Lo CONSEC Keying meterial. Tvo Boroon
HiCeority can bo accombiished by the conoiant Mitendance of c

b. Keying material marked CRYPTO includes both paper and non-
paper items.

Paper Xeving waterial: Keylist, keytapes, and

1)
authentication codes.

(2) Non-Paper Keying Material: Keying plugs, keyed
microcizcuits and keying material in solid state forn i.e., PR
(Programnable Read-Only Memories), ROMS (Read-Only Memories), and
MOS (Metallia Oxide Semi-Conductor chips).

Crypto Equipment: Includes basic equipment, equipment
anc)]lary or related ovices, accountabie naiaenante’ Saaropsis
kits, and equipment modifications.

d. Accounting Legend Codes (ALC): A mumeric code used within
the COMSEC material control system to indicate the minimum
accounting controls required for Controlled Cryptographic Items
(CCI) and keying materia

e. cus user: ser 15 any cleared and authorized person
who accepts raspunsi ity for the yee of material. Users
shall c wiTh the secirity, fontrel and incermal sccountaniisty

s el el SRR

5 erve on Board is keying material
by B RCounT Gustotians for Putuve use s desibnated by
Control1ing Auchoriey
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Contzelling Muchorities are the
o Tave Che AULROELty vo Contrel Rertain keying
faterial within their cheacre of operation Permisgies mek be
obtained form the CA to use keying material under their control.

Persomnel imvolved with CMS shall review che contents
will

Action.
of this Order and all references contained hereto. They
ing a Statement of Responsibility

3) and a checklist for C users
Contained in enclosure (4] whichw

CuS custodian for a period of two yea:
Drovided a copy of this order upon receipt by each suborainate

account
R. F. THAYER &

Chief of Staff

DISTRTBUTION: LIST 1/2

Copy to: CG, FMepac
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LETTER OF APPOINTMENT FOR CMS USERS

2280
cns
Date

From: Commanding officer

To:

Subj: APPOINTMENT AS CMS USER OF COMSEC MATERTAL

Ref:  (a) cme

(5 wao 2280.1
Lotk She provisions of refernces (a) and, (b), you ave heren

Y
appointed a CMS (COMSEC) User for a ser, you are
S Eorizad ts use ana-couetor cose n.terhl up 5o and_ incieding
(clearance) from the (unit) CMS account (no.).

2. You are directed to comply with the roferences and any additional
of or may
eteuncabiiity, handiing. and storage e coMEPR mieeriar:

3. Upon execution of the first endorsement of this letter, a copy
will be returned for retention in the (unit) CMS custodian’s file:

STGNATURE

FIRST ENDORSEMENT

From:
To:  Commanding Officer

1. Returned, receipt acknowledged.

SIGNATURE

Copy to:
S custodian

ENCLOSURE (1)
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m 1y GEN;
2280
cus.

Date

commanding officer
Subj:  CMS RESPONSIBILITY ACKNOWLEDGEMENT
Ref:  (a) cHs
) o 728010

hereby acknowledge that I have thoroughly familiarized myself
Vith the seteronces ond umdrstan oo pertinent articles thereof.
Siveneasoume full responsibility or the proper handling, storage

transfer of CHS material ana
publications neld in ny Custody and/or used by me or those under my
supervision.

e Luhave received instructions on the handling of CNS material tron
CMS custodian. If at any time I am in doubt as to
prcp-r handling of CKS material/equipment, T will immediately contact
1st MAW CMS custodian and request advice.

understand that T am only authorized to receipt for classified
Riterial ub o and inciuding Chlomrmerse
5. Before departing on leave, TAD, or PCS, I will notify the (unit)
CHS custodian with regards to this letter.

SIGNATURE

copy t
G custodian

ENCLOSURE (2)
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CHECKLIST FOR COMSEC USERS
READ AND INITIAL BELOW ITEMS BEFORE ANY COMSEC MATERIAL IS CHECKED

I have been informed of the procedures for affording Two Person
Thtedrity (FED) to that CoNSEE macoriar union romsiras dpr”

™

I inderatand that CONSEC material which requires TPI will be under
The Somrel ot tus authorrsa tnaivisusns S di
T

I, dndczstena ehat continuous chain of custody will be physically
Sitablishaa ana mainteined for COMSEE materiat which Feuibs
Gntil such tine as tha material in returned to the CMS custoaian or
accounted for on a destruction report.
by

I understand that all COMSEC material, whether TPI or otherwise,
i1 ne arroraed the proper safeguarding and storage requirements as
outlined to me by the CMS custodian.

™

5. I understand my responsibility for promptly reporting any COMSEC
incident for all COMSEC material whether TPI controlled or otherwise.

T

Sisalaindsrstena my responsibility for asking the ch custodian fo
guidance or clarification on any point of COMSEC matters that I do not
na.

fully understas

STGNATORE 5ATE WITNESS

copy to:
cus custodian

ENCLOSURE (3)
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CMS ACCOUNT ASSURANCE CHECKLIST

L., Mave Letters of Appointment been prepared for all
Custodian personnel and, if appointed, e cs
Ciorir Are-they Tileh in the Enronoiogical Filer
(Article 425 and Annex J)

Form 1, Authorization to Receipt for and
Courier COMSEC Material, been completed and forwarded to
your servicing CWIO? (Annex I)

3PS5 Local Holders who are responsible to a differenc
Comnanding Officer than the CMS account command,

Totters of agrecment between the Comanding Siticers
been completed? (Article 445 and Annex L)

o the OU8 Custodian and alternate(s), Tocal folders
2na Rternatals) s and the GvS clerk (14 Appos
Gesignation requiremencss (Areicle 415 ana 430y

5. Does the CMS custodian keep the Alternates informed
of the status of the account at all times? (Article
445 a.)

€ aylas the Persomnel ualitications Standards (POS)
(NAVEDTRA 43462 (series)) for CMS been incorporat
into the command's training program for CMS personnel
(1ess USMC personnel)? (Article 450 e.)

7. Was the Custodian established the required CMS
Account Files, Records, and Logs? Are they properly
Clasaifiad? nd aze they retained for the roquired time
period? (Chapter 7 and Amnex T)

a. Qus Chromological File (Article 706)
b. Correspondence, Message, and Directives File

Local Custody File (Article 712)

8. Is the Custodian maintaining the account's portion
of the command Emergency Action Plan (SAP)? (Aunex 787)
9. Are amendments to COMSEC publications properly
ehtered, recorded and the residus properly destroyed?
(Arcicle 787)

10. the QMS Transaction Log and Running Inventory
current? (Annex U and 2]

ENCLOSURE (4]
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CHS ACCOUNT ASSURANCE CHECKLIST
vES MO

— i1 Mro receipts for CHs material sumitted by the
conmand in s tinely manner? (Article 742)

_ Are authorized destruction methods used for paper
nd non-paper COMSEC and CMS-related materials?
(Article 540)

12, Are dsstructions! conducted within the proper
tinefranes? (Article 540)

. Are the original S 3-13/2-3/4 or SF 153 monthly
destruceion reports signed by the Custodian (or
alternate), a properly cleared witness,

omnanding Officer (or SCMSRO/OIC)?

Thnnext 6 and v)

__ __ 15. Are cMS 25 and other Local Destruction Reports
(ile., SF 153 or locally prepared cquivalent) signed
at'least two authorized personnel? (Chapter 7
Figures 7-1 through 7-3)

Are inventories being conducted in accordance with
dates and are the results of
Teported to DCMS as

15, jfhat are the accountia fixeg-cyole inventory dates?
o

those inventories being
required? (Article 766 and Annex AA)

17. Are the results of Local Holder and User

on the account
command's CMS 16-1 Inventory? (Article 766)

18. Is proper storage available for t!
ConsEC Materialst  Specifically, 1o clageified Xeying
material marked CRYPTO stored under TPI? (Articie 510)

. Are the COMSEC Incident reporting requirements
understood by all personnel who use and handle COMSEC
material? Is the question of "wno" must report clearly
clearly outlined in any Letters of Agreement generated
between this c and any others? (Article 443,
pter 5, and Annex L)

L2, shere 2 racord of aul cousec security container
combinations on file in the event of an emerge

Are the combinations to the abepunt:s TPT containers
properly stored and sealed? (Article 515)

. CMS AGA Training Team visits being requested at
he required ntervaisr™ (Arelcle'aie)

ENCOLSURE (4)



