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WING ORDER 2236.1F

From: Commanding Canscal
T oeaseibution Lis
Subj: COMMUNICATIONS SECURITY (COMSEC)
Ref: (a) ACP-122
(b) CINCPACFLT OPORD 291 Annex K
{c) pureaco 2230.18
(d) Jana
@ prrcy
(£) OPNAVINST C5510.93E
‘E) OPNAVINST 5510.1#
(h) Pacific Fleet Radiotelephone Users Manual (RUM)
(1) MCO 2231.3
(3) Purw’ 3230

Encl: (1) COMSEC Definitions and Te
(2) Besential Flements of Friendly Information (EEFI)
(3) cousee programs
() ity Ins List
(3) Secare ‘Telephane Unit {sTU)CTIT Dsage
To establish COMSEC policy and objectives for the
(MAW) , provide guidance for planning, and assign
to accomplish COMSEC.

1. Bupese
Mar. Toratt Wing
Fetponsioiiivies nedeseasy

2. llation. Wgo 223¢.1E.
Thig Order has bean thoroughly cevised and

3. summary of Revision.
Should e Faviewed T Tis entirety

¢ Seneral. communications Secucity is a responsibility of command
at helons. References (a) through (j) set forth pol

objectives and guidance. for planning and sxecuting communicaio
Sedurity Brograns. Enclosare (1) provides applicabie Gafinitions and

Discussion of classified and sensitive unclassified
information over ungecere circuits is prohibited, mncryption is the
best defense against hostile communication intelligence affol

he: oo tnclude suthencicacion systens, transmission

Other
secucity r.eclmlqnes TEMPEST inspections (reference (f)), and operator
discipline

Telephone conversations are o particulacly lucrative source of
intormation. Telephone Unit, Type III (STU-IIT),
roperly xajed, ennances conmunications secarity by protecting.
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Glassified and sensicive comunications thiough the Defense Sitched
work (DSN) and commercial telephone networks. Conventional

Yoluphones Offer no. such Brotect ion: ALL yovermmenteovned or Lessea
adninisteative telephone systems are sublect to COMSEC menitoring

5. Policy

Comnunications security measures shall be continuousl:
revieued and svaloated to identify weaknesses which can be exploited.

nicetions security shail be an integral part of plamning,
unitCraining, and aily coetations ae el echeite 0B Somaand

Commanders shall periodically analyze their COMSEC postures to
en:ute that the highest level of communications security awareness is
maintained.

9, 2L communications users shall have 3 thoroush knovledge of
the various measures required to ensure COMSEC. aar

Contained In references (s) throudn (o) pertains and jts application
is required for etfective security.

Caution and diligence shall be exercised by all personnel to
ensure that classified or sensitive information is not discussed over
radios, telephones, or other electrical means unless protected by
cryptographic devices (see enclosure (2))

Where secure communications are not available, authorize
manual codes and authentication systems shall be used to the maximum
extent practicable.

Use of unprotected tactical teletypewriter circuits is
pronibited; on-line Crybtosraphic equipaeac Lo avaiiabie

Calluords are allocated by refersnce (4) and assigned by CG,
lst MAW (G-6). Neither unit nicknames nor locally fabricati

calluords are authorised  Unit Dogloyment Frogtin squadzons may
continue to use their parent MAW or Brigade JANAP-119 assigned
callwords.

6. Objective. Achieve the highest degree of COMSEC possible. The
SicimetsberT 1 C0 provide total secerity far sis inforaa
transmitted electrically by the means outlined in enclosure (3).

7. action

Assistant Chief of Staff, G-2. Conduct annual inspections of
cryptograoRTe EacTTitios ot Teferencs (o)

b. Assistant Chief of Staff, G-6

(1) Assigned duties as COMSEC Officer, lst MAW.
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(2) Coordinate with the AC/S, G-2 and AC/S, G-3 regarding
command, control, and communications countermeasures (CICH).

(3) Conduct COMSEC inspections using enclosure (4).
ttori

) a1r
. Commanding Officers

(1) Comply with the policy and guidance provided by this
Ocder, and references (a) through (3).

(2) Fnsure subordinate units are cognizant of all C
material for which they are designated as *controlling authorities.®

(3) Promulgate a unit COMSEC order outlining policy and
procedures.
() Sevaviish an ettective consac indoctrination and training
program, incorporating the guidance in enclosares (3) and (4).

(5) State formal COMSEC requirements as an integral part of
all operations plans, orders, and procedure

(6) Appoint, in writing, an organizational COMSEC Officer who
will monitor COMSEC operations and requirements.
Ensure that communications operators are tra
cronic counter-counterneasuras and the uee of Aathorised codes and
authentication systems per reference (h).

(8) Ensure that all personnel answering telephones include
their initial response the phrase, *...THIS IS NOT A SECURE LINE.
Personnel should not attempt to "talk around” classified matters.

(9) Ensure that available COMSEC equipment is used to the
maximum extent possible during both training and operations.

(10) Ensure that STU-IIT's are used to the maximum extent and
always in the secure voice mode. Reallocate STU's as necessary to
ensure ready accessibility by those who need to discuss operational
matters on a daily basis (see enclosure (5)).

in

Ensure that only authorized call signs, codes, and

authoneidation syocens ave
{12) Provide physical security for CONSEC material pec
references (e) (@
{13) Report consec uiolations and practices dangerous to
security which involve COMSEC material per reference (g
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(14) Ensure Emergency Action Plans are established and training
conducted.

3. R W
Chief of sta¥f
DISTRIBUTION: LIST 1/3
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COMSEC DEFINITIONS AND TERMS

1. Communications Security (COMS: The protection resulting from
211 measires Gealonof b5 dumy Snabehorized bevens infernation ot
value wnich might be dorived fron the possess sion and study of

rsons in th
interpretation of the results of such poseession and stedy:
1-

s v

2, Soyptossecurity, The component of communications security which
< TEE Fron the Brovision of cecnnically sowns ceypeoeystens and
Eheir proper use. . (1G5 pab1-03)

omponent of communications security

3. Transmission Security. The c n
which fesults fron il mes neasures designed to protect transmissions trom
Ton by (s

ingerception and exploita y means other than cryptanalysis.

4. Emission Security.
cosults fron ail messuces taken 1o deny unasthorised pereon
ight be derivec ept and analysts

tlons from crypto-equipnent and telecommunica-
tions systems. (JCS Pub 1-02)

5. physical Security. The component of communications security which
cisults Tron STT Ehybical mossures neceasecy bo. sacequard chassicied
equipment, material, and docu &

thereof by unauthorized persons. (JCS Pub 1-

6. Beadwindow/Gingerbread. Procedures used to maintain security on

Votos STEeTRe- BISRIRAS, proceduten ot dofined and exsisieesin

CINCPACFLTOPORD 201 Annex K. The term "Gingerbread is used to alert
Geception or intrusion is suspected on a voice

cireuit (Pacific Fleet Radiotelephone Users Manual pertains).
7. Heaconing. A system of receiving radio beacon signals and
£oboadeasting then on the same frequency co confuse aavigation. The
meaconing stations cause inaccurate bearings to be obtained by

roratt or ground stations. (JCS Pub 1-02)

8. Electromagnetic Intrusion. The intentional insertion of
elockromagnet e snafsy Into transnission pachs In any mannct with
SbJactive of deceiving Operators or causing contusion. (3C Pab 1-02)
9. Electronic Jamming. The deliberate radiation, reradiation, or
retlection of slactiomagnetic aneray for the Burpose of d1srupting
use of electronic devices, equipment, or systems. (JCS Pub

ENCLOSURE (1)
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18, Bassromanetic interforonce. ny electromagnotic distucbance

that [nterfupte, ObSEIUCES; of Stheruize degraden or 1intte. the
tive performay o i aipment.

ult of spurious emissions and responces,
interaodulation products, ana the Tiker Alse elied BHE. " (38 Pub

11, TMemst, A unclassified short name seferring to imvestisations

and studies of compromising emanations. It is some us:

synonynously for the tern Loompronioing enanstion,s (eig.. TepEST
ats, TENPEST inspections).  (OPNAVINGT C3516.93)

12, Hlectronic Wartare (m),  wilitary action involving the use of
elsctiomeTmetic enerey T determing, sipioit, retuce. of bravent
hostile use of the electronagnetic spectrum and action which ‘retains
friendly use of the electromagnetic spectrum. (JCS Pub 1-02)

13. Electronic Countermeasures (EM). That division of electronic

warfare Tnvolving actions taken £o prevent or reduce an enemy's

sffectivenass of the electromagnetic spectrum. Measures Include

jamming and deception. (JCS Pub 1-82)

U, Bestronto comtercomuernpasuras (0O, hat abviston of

electionic warfare involving actlons taken to ensure frien

Stfactive use of the slectromagnetic spectrum despite the enemy’s use

of electronic warfare. (JCS Pub 1-92)

15. Command, Control, and Communications Countermeasures (CICH).

Comnand, control, and Communlcatlons countermeasures is the Integrated
cal

S0 ok dperetiond secuc(ey, milliary decoption, jamming: and physi
a

o de:
REluonce, degiade; or Jestios adv-x:nry &3 tapabilities and to
protect Eiicnaly C3 against such actions. There are twe divisions
within

. Counter-C3. Measures taken to deny adversary commanders and
other ‘decfaton Rakats the ability o Conmand and tontiol their Forens
effectively.

b. Ci-Protection. Measures taken to malntain the effectiveness
of_frienaly 3 demplte both adversary and friendly counter-c sctions.
c n: y

3-protection includes, but is ot limited to, ECCH, Signals Securic
(STGSEC), smission conirol, signature reduction, shysical secaritys
and terrain masking. Cl-Protection incorporates no new technigues or

prograns, but emphasizes the requirement to focus increased attention
n the protection o y 3. (Jcs pub 1-92)

ENCLOSURE (1)
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ESSENTIAL ELEMENTS OF FRIENDLY (ERPT)

EEFI identifies specific items of information which, if

1. The
acquired by an eneny,

Nusber

o1
PosITION

are lucrative sources of information to an eneny. When
2ing a nonsecure telemnor

ensure these BEFI are not discussed

Description

Eriendly ot enemy position, movement
or intended movement: position, course, speed,
aleitude or destination of any aic, sea,

ground element unit or force

Eriendly or enemy capabilities or linitationa:
or 1de

%)
OPERATIONS

04
ELECTRONIC

85
PERSONNEL

96
COMMUNICATION
SECURITY

y
Hnltanuns o Slaniticant caqusities to'
special equipment, weapon systems, sensors,
units or personnel. Pereentage o Feel s
ammunition remaining.

Friendly or enemy sperations, intentions,
onal or logistic

Tntantions, assault object ives, nission

perticipants, €lying progcans, iss

Situation raports, or resuics of Eriendly or

eneny operations.

Friendly oc enemy mi/micoN intentions,

progress or resu ntion to employ

20 Tes ‘of £riandly of enamy BCH:

oy cesults of friendly or enemy
sults of prosent of incended mica

it R A e A bo:

Friendly or enemy key personnel: movement
or identity of friondly or eneay flag officers,
sitors; unit
Rovemant of key maintenance personnel

indicating equipment limitations

Friendly or enemy COMSEC locations:
linkage of codes or codewords with pl

or Linkage of changing call signs with previcus

Sncrypten/ciaseitied cailaions, incorrect
authentication procedures.

ENCLOSURE (2)
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COMSEC_PROGRAMS

L Semersl. e key to schieving an adequate COMSEC postu
tabiTshing aggressive COMSEC programs for all communication users.

o, 3031, is to provide an understanding of the COSEC threat,
how £6 countar 1t, and The sonsequences of oot

Programs shall include: Physical Security, Transmission
Security, Coymes Seurirs ong Eietion Sesarin

2 Infocteination progeam. ALl Marines shall be educated regarding
the necessity for Security measures through organizationa
indoctrination prograns.  Previous COMSEC training shall b
an to maintain a high state of
Eeneas. ALl Marines shall be indoctringred on the vuinerapilities
S lectrical transhissions copeciaily vosee transhissions:

3. Training Program

COMSEC training programs shall support the following
objectivess

Providing, through transmission security practices,
effective defenses against imitative communications deception.

(2) Protecting COMSEC material/systems from compromise.
(3) Emphasizing COMSEC training and awareness.
(4) Conducting COMSEC Indoctrination for all personnel.

{5) Honitoring and evaluating communications for weaknssses and
deticiéntice and apolying correctize action Tois include

(a) Emission security analysis.

(b) of ana
facilities.

(o) Communications security critiques listed in exercise and
operation after-action reports

(6) Using communications equipnent with authorized crypto
systems.

(7) Promptly disseminating COMSEC guidance furnished by higher
authority.

ENCLOSURE (3)
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(8) Identifying and providing encryption devices to secure
Selocomunications circuits, especially voice, that are partioularly
vulnerable to COMSEC violatior

) Adhering to approved installation critecia to lim

interaction batueen classitied and unclassified signal lines, grounds,
equipment and syster

{10) veing lou-level keying and signalling for all equipment
and systems when practicable

(11) Installing equipment/systems within shielded enclosures.

b. Communication Users Training Program. As a minimum, this
progran shally o oore—reainind Frogran.

(1) Tdentify the types of information that require protection.
(2) Describe and identify various COMSEC measures available.

(3) Idencify the types of threats and initiate applicable
counterneasures.

(4) Describe reportable security violations and methods for
reporting possibie comproniaes and peackivas Seaonsonnd, security.

Occupational Pield 25 Training Program. As a minimum, the
progran SRATES o2l Fleld 23 Tralning Program

1) Ineuce proiciency in installing, operating and
maintaining COEC quiomente’and yssom

2) Stress the need for transmission security and how to take
deflnltlve actions such as advering <o proer operation and security
auction of time, circuit

3) Train operators to properly safeguard COMSEC equipment and
natertarl’ proper sbcouncing witi biee be santsiaes

{#) Include completion of Pacific Fleet Radiotelephone Users
Manual by each student

5) Ensure proficiency is maintained in the operation of
over-the alr-reeylog (ORI

BNCLOSURE (3)
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SECORITY

1. Inspections. Inspections provide one of the best means
£o115w-5p o1 CONSEC Droarans. to stermine brogress and ro 1dentity
weaknesses. As a minimum, the following command inspections are
require
a. An annual inspection of cryptographic facilities.
b. A semiannual inspection of cryptographic equipment/material
users' training records to ensure COMSEC training is being conducted.
A quarterly proficiency test by unit COMSEC officers in which
Appucnhle communications nets are established using personnel and
t selected at random.
A quarterly inspection by unit COMSEC officers of COMSEC
ment records to ensure authorized modifications are completed and
preventive maintenance records are current
Auazterly inspection of cuS vaults, conducted by both the
anit Conse officer and stodian, to ensure equipmen
softvace on hand is aotually required properts romotreds and
maintaing

2. Checklist
a. Is the COMSEC Officer appointed in writing?
b. Does the COMSEC Officer have a turnover folder and/or desk top
procedures?
©. Does the unit have a COMSEC order or SOP?
4. Does the order/sop:
1) Maneicy eraining goals/objuctives for sach functionsl
area of communications secuti;
(2) Provide guidance and direction related to TEMPEST?
2 Frovide guldance and dizection celated co methods of
conducting communieasions. securits seainin

Are procedures in effect to indoctrinate newly joined Warines

resacding
(1) The type of information which must be protected.
(2) The consequences of inadequate COMSEC.
ENCLOSURE (4)
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(3) The techniques and means available to protect information
during electrical transmission.

(4) The location and operation of secure voice communications
terminals (i.e., STU-IIT), within their unit and/or higher
headquarters.

Does the COMSEC Officer review COMSEC equipment modification
control records to ensure modifications have been applied to all
existing equipment?

£l the COMSEC Officer rev: 1 exercise COMM PLANS to
ensure COMSEC established procedures are addressed and identified for
physical security, transmission security, emission security and crypto
security?

uring exercises, doss the training schedule reflect training

in he ares of Couske

i. What VAE/UHE/AF nets are not covered by cipher devices? Why
not?

3. Are gperators familiar with instructions for the use of manual
authentication?

the unit requested training visits from NIS, NAVSECGRU,
or cadto batiation?

1. Does the COMSEC Officer review and assist in the revising of
a1l sergency Action pians held witnin the anits
Is the COMSEC OFficer knowledgeable in all reporting
proceduces feiaced to security vielations and compromises?

s the COMSEC Officer review monthly and quarterly unit
ceaining plans o ensure adequate CONSEC training is both seheduied
and conducted in communications secur

(1) Is a COMSEC required reading program in effect within the
unie?

@ zeview of proficiency/qualification tasts conducted
on cryptd haintansnce persomne

(3) 1Is a review conducted of crypto operators' qualifications
records?

the COMSEC Officer review all lesson plans prepared for
communications secarity training?
P tas the unit escablished an sctive CORSEC monitoring progcan

on unsecare voice radio circuits?

ENCLOSURE (4)
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§ Piocedures eswanlished in all areas hanaling keying
TR S R i il
(1) Do sections maintain an emergency action plan?

(2) Do sections have instructions on reporting suspected
violations or compromises?

Do sections have dotailed instructions for the
asstruct{on/vepriing ot Suctiactias ol keying material o equipent?

ENCLOSURE (4)
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SECURE_TELEPHONE UNIT (STU)-IIT USAGE

Lo Bgeoze. | To promulgae the policy and procedures for the use of
~TIT telephones within the lst

2. Background
program wes initiated in 1985 by the Secretary of
betenie to provest clagaiites and sensiiive upmiseleing SoEietaLY o
involving operations, plans, systems acquisition, logistic support

and pecsonn

dvent of the STU-III affords a reliable, secure means of
passing classified information; however, recent assessments of

telephone monitoring reports indicate less thas
made o its in PACPLT actually use the securo mode.
Ex of information passed on a routine basis over unsecure

(1) Flag officer movements
(2) Troop movements and flight schedules
(3) Classified operational information
view of the telephone intercept/exploitation
SianSERhBiey ing Flecet bonserainca that: peatesetre placing all
Celephones with STUTTT unirs, the following pelicy 15 eEfective:
When the STU-III is available to both parties, users will g
secure when discussing classified and sensitive unciagsified info.
Personnel without immediate access to a STU-ITT will move
to or transfer calls to a STU-IIT or other secure comaunications
equipment when discussing classified or sensitive information.
mmanders will make crypto ignition keys (CIKs) readily
available to each STO-IIT user. are not classified items unless
Left unattended with the corresponding STU-TIT; MCO 2231.3 pertains).
fmplenent training/indoctination prograns ensuring the widest
use oF the SRo-Ti Tn Phe secucs asd
Seview requirensnts and laprove the avallabillty of STO-Irl's.
The STU-III's are user friendly. Making a secure ca easy as
pushing a button, provided the CIX 16 1a the phone. Comm
officers and supervisors mus:
the STU-III in the secure mode.

The.
doesn 't matter if the secure feature of the unit is not employed.

ENCLOSURE (5)



